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DATA PROTECTION 
POLICY 

1. Introduction
Sproughton Parish Council (“the Council”) is committed to protecting the rights and freedoms of individuals and ensuring the safe, lawful, and transparent processing of personal data in accordance with the UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018 (DPA 2018).
As stated in the previous version of this policy:

We process personal data relating to employees, councillors, volunteers, contractors, residents, service users, and other individuals for a range of statutory and operational purposes.
This policy sets out how we meet our legal obligations and how staff and councillors must handle personal data in the course of their duties.
This policy has been approved and adopted by Sproughton Parish Council.

2. Definitions
Personal Data
Any information relating to an identified or identifiable natural person.
Special Category Data
Personal data requiring additional protection (e.g., health, ethnicity, political opinions).
Criminal Offence Data
Data relating to criminal convictions or allegations, processed only where strictly lawful.
Processing
Any operation performed on personal data, including collection, storage, use, disclosure, or deletion.
Data Controller
The organisation determining the purpose and means of processing.


Sproughton Parish Council is a Data Controller.
Data Processor
A third-party processing data on behalf of the Council.
Supervisory Authority
The Information Commissioner’s Office (ICO).

3. Scope
This policy applies to all personal data processed by the Council, whether held electronically, on paper, or in structured filing systems. It applies to all councillors, employees, volunteers, contractors, and anyone acting on behalf of the Council.

4. Data Protection Principles
The Council complies with the six principles of UK GDPR. Personal data must be:
1. 	Lawful, fair and transparent
2. 	Collected for specified, explicit and legitimate purposes
3. 	Adequate, relevant and limited to what is necessary
4. 	Accurate and kept up to date
5. 	Kept for no longer than necessary
6. 	Processed securely
The Council also complies with the Accountability Principle, meaning we must be able to demonstrate compliance.
The previous policy required staff to:

This requirement remains and is strengthened through the ROPA (see Section 5).

5. Accountability and Governance
To demonstrate compliance, the Council will:
• 	Maintain a Record of Processing Activities (ROPA) as required under Article 30 UK GDPR.
• 	Maintain up‑to‑date policies, procedures, and privacy notices.


• 	Conduct Data Protection Impact Assessments (DPIAs) where processing is likely to result in high risk.
• 	Implement privacy by design and default.
• 	Maintain appropriate technical and organisational measures.
• 	Maintain an Information Asset Register and Data Retention Schedule.
• 	Pay the annual ICO data protection fee.

6. Responsibilities
Council Responsibilities
The Council will:
• 	Identify lawful bases for processing.
• 	Ensure data subjects can exercise their rights.
• 	Maintain secure systems and processes.
• 	Report data breaches to the ICO within 72 hours where required.
Individual Responsibilities
All staff, councillors, and volunteers must:
• 	Handle personal data lawfully and securely.
• 	Follow this policy and related procedures.
• 	Report any data breach immediately.
• 	Seek advice from the DPCO when unsure.
Data Protection Compliance Officer (DPCO)
The Clerk is the DPCO and is responsible for:
• 	Advising on data protection matters.
• 	Monitoring compliance.
• 	Approving DPIAs.
• 	Responding to data subject requests.
• 	Reviewing contracts with processors.
The previous policy stated:
This remains accurate and is reaffirmed.


7. Lawful Bases for Processing
Processing must rely on at least one lawful basis:
• 	Consent
• 	Contract
• 	Legal obligation
• 	Vital interests
• 	Public task (most Council processing)
• 	Legitimate interests (rarely applicable to public authorities)
Staff must document the lawful basis in the ROPA and ensure it is reflected in privacy notices.

8. Data Security
The Council will implement proportionate security measures, including:
• 	Strong passwords and MFA where available
• 	Secure storage of paper records
• 	Encryption of portable devices
• 	Approved cloud services only
• 	Regular backups
• 	Access controls
• 	Secure disposal (e.g., shredding, certified destruction)

9. Data Retention
Personal data must not be kept longer than necessary.
Retention periods are defined in the Council’s Data Retention Schedule, which forms part of the Council’s Information Management Framework.
Where retention is determined by legislation (e.g., financial records), statutory periods apply.

10. Rights of Individuals


The Council will enable individuals to exercise their rights:
• 	Right to be informed
• 	Right of access (SARs)
• 	Right to rectification
• 	Right to erasure
• 	Right to restrict processing
• 	Right to data portability
• 	Right to object
• 	Rights relating to automated decision‑making
SARs will be responded to within one month, extendable by two months for complex requests.

11. Privacy Notices
Privacy notices must be:
• 	Clear, concise, and accessible
• 	Written in plain English
• 	Provided at the point of data collection
• 	Updated when processing changes
They must include all information required under Articles 13 and 14 UK GDPR.

12. Third Parties and Data Processors
The Council will only use processors providing sufficient guarantees of compliance.
All contracts must include UK GDPR‑compliant clauses covering:
• 	Processing instructions
• 	Confidentiality
• 	Security measures
• 	Sub‑processor controls
• 	Assistance with data subject rights
• 	Breach notification


• 	Deletion or return of data
• 	Audit rights

13. International Transfers
Personal data will not be transferred outside the UK unless:
• 	The destination is covered by an adequacy regulation, or
• 	An International Data Transfer Agreement (IDTA) or Addendum is in place, or
• 	Another valid safeguard applies.
All international transfers require DPCO approval.

14. Criminal Offence Data
Criminal offence data will only be processed where strictly necessary and lawful.
DBS checks will only be carried out where legally justified and approved by the DPCO.

15. Audits, Monitoring and Training
The Council will:
• 	Conduct regular data audits
• 	Review policies annually
• 	Provide training appropriate to roles
• 	Monitor compliance and address risks

16. Reporting Data Breaches
All staff must report actual or suspected breaches immediately.
The Council will:
• 	Investigate all breaches
• 	Record them in the breach log
• 	Notify the ICO within 72 hours where required



• 	Notify affected individuals where there is a high risk to their rights and freedoms
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