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DOCUMENT & ELECTRONIC DATA RETENTION POLICY

1. Introduction
This Document & Electronic Data Retention Policy (“the Policy”) applies to all records held by Sproughton Parish Council (“the Council”). It covers all information in analogue and digital form (“Documents” or “Documentation”).
The Council must retain certain records to meet statutory, regulatory, financial, audit and operational requirements. This Policy ensures that:
· Documents are retained for appropriate periods
· Personal data is not kept longer than necessary (UK GDPR, Article 5(1)(e))
· Records are stored securely
· Records are disposed of safely and lawfully
Retention periods are set out in Schedule 1 (Paper Records) and Schedule 2 (Digital Records).
2. Scope
This Policy applies to all Councillors, employees, contractors and volunteers who create, receive or manage Council Documentation.
It covers:
· Paper records
· Electronic files
· Emails
· Backups
· Portable storage media
· Hardware capable of storing data
The Policy supports compliance with:
· UK General Data Protection Regulation (UK GDPR)
· Data Protection Act 2018
· Freedom of Information Act 2000 (FOIA)
· Environmental Information Regulations 2004 (EIR)
· Limitation Act 1980
· Local Government Act 1972
· The Waste Electrical and Electronic Equipment Regulations 2013


3. Legal and Regulatory Obligations
The Council must retain records for periods required by:
· UK GDPR & DPA 2018 – personal data must not be kept longer than necessary
· FOIA/EIR – records must be available for disclosure
· Local Government Act 1972 – minutes and key governance records must be kept indefinitely
· Limitation Act 1980 – contractual and legal claims may arise up to 6 years
· HMRC & VAT regulations – financial records must be retained for audit
· Employment law – employee records must be retained for statutory periods
4. Retention Procedure
All decisions relating to retention or disposal must follow this Policy.
Before disposing of any record:
· Check the relevant retention period in Schedule 1 or Schedule 2
· Confirm that no legal, audit, FOI/EIR request, complaint or investigation is ongoing
· Ensure the Document is no longer required for operational purposes
Where a retention period has expired, a review must be carried out before disposal.
5. Retention of Encrypted Data
Where encrypted data is retained:
· Encryption keys must be stored securely and separately from the data
· Access must be restricted to authorised personnel
· Keys must be retained for as long as the encrypted data is retained
· Key‑rotation procedures must be followed where applicable

6. Retention of Digital Data
Digital data includes emails, electronic files, databases, photographs, audio files and backups.
· All digital data is stored on the Council’s office computer and secure cloud storage approved by the Council.
· 


· Monthly encrypted backups are stored in a secure, Council‑controlled location (not a private residence).
· Access to digital records is restricted to the Clerk and authorised Councillors.
· Portable storage media (USBs, external drives) must not be used unless encrypted and approved.
· All portable media must be destroyed in accordance with Section 9.
Digital retention periods are set out in Schedule 2.
7. Archiving and Retention of Documentation
Archiving is the secure long‑term storage of inactive records.
The Council archives paper records at:
· The Parish Council Office
· The Tithe Barn
· Suffolk Records Office (where appropriate)
All documentation should be retained on site for 12 months, after which it will be archived or disposed of in accordance with this Policy.
Where longer on‑site retention is required, the Clerk will ensure secure storage.
8. Archiving Process
When archiving:
· Identify Documents requiring retention under Schedule 1
· Remove duplicates and unnecessary papers
· Place Documents in approved archiving boxes
· Label boxes clearly with contents and retention dates
· Store securely in the designated archive location
9. Disposal of Records
Confidential records must be:
· Shredded using a cross‑cut shredder, or
· Placed in a confidential waste service
Non‑confidential records may be recycled.
A Disposal Log must be maintained, recording:


· Document description
· Date of disposal
· Method of disposal
· Authorising officer
10. Disposal of Electrical Hardware
Devices capable of storing personal data include:
· PCs, laptops, tablets
· Mobile phones
· Printers/scanners
· Servers
· USB sticks and external drives
Disposal must:
· Be authorised by the Council
· Ensure all data is securely wiped or destroyed
· Comply with the Waste Electrical and Electronic Equipment Regulations 2013
· Be recorded in the Disposal Log
· Use certified data‑destruction providers where appropriate
11. Document Owner
The Council is the owner of this Policy. The Clerk is responsible for ensuring it is reviewed regularly and updated in line with legislation and best practice.

SCHEDULE 1 – RETENTION OF PAPER RECORDS
	Record Type
	Retention Period
	Lawful Basis
	Purpose
	Justification

	Receipt & Payment Accounts
	Indefinite
	Legal obligation
	Financial management
	Local Government Act 1972

	Minute Books
	Indefinite
	Public task
	Governance
	Statutory archive

	Bank Statements
	6 years
	Legal obligation
	Audit
	HMRC / Audit

	Paying‑in Books
	6 years
	Legal obligation
	Audit
	HMRC / Audit

	Cheque Stubs
	6 years
	Legal obligation
	Audit
	HMRC / Audit

	Quotations/Tenders
	6 years
	Public task
	Contract management
	Limitation Act 1980

	Supplier Contracts
	6 years
	Public task
	Contract management
	Limitation Act 1980

	Paid Invoices
	6 years
	Legal obligation
	VAT
	HMRC

	VAT Records
	6 years
	Legal obligation
	VAT
	HMRC

	Insurance Policies
	While valid + 6 years
	Legitimate interest
	Risk management
	Claims defence

	Employers’ Liability Certificates
	40 years
	Legal obligation
	Employment
	Statutory requirement

	Deeds, Leases, Licences
	Indefinite
	Public task
	Asset management
	Statutory archive

	Tithe Barn Hire Records
	6 years
	Contract
	Hire administration
	VAT / Limitation Act

	Employee Recruitment Data
	6 months
	Legitimate interest
	Recruitment
	ICO guidance

	Employee Payroll
	6 years
	Legal obligation
	Employment
	HMRC

	Employee Contracts, Appraisals
	6 years after employment ends
	Legal obligation
	Employment
	Limitation Act



SCHEDULE 2 – RETENTION OF DIGITAL RECORDS
	Record Type
	Retention Period
	Lawful Basis
	Purpose
	Disposal Method

	Emails relating to Council business
	6 years
	Public task
	Governance, audit, FOI
	Secure deletion

	Routine administrative emails
	2 years
	Legitimate interest
	Admin efficiency
	Secure deletion

	Electronic Backups
	12 months (rolling)
	Legal obligation
	Business continuity
	Secure deletion

	Electronic Files (general)
	6 years from last use
	Public task
	Governance, audit
	Secure deletion

	Electronic Files (statutory records)
	Indefinite
	Legal obligation
	Governance
	Secure deletion

	Photographs / media
	3 years unless required longer
	Consent / public task
	Communications
	Secure deletion

	Website content
	2 years
	Public task
	Transparency
	Secure deletion
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